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BIG TECH CONNECTIONS TO THE PRC GOVERNMENT

Attached is an OSINT and CSINT analysis in response to the following question:

e  Using open source information, is it possible to show direct, observable connections between China’s big tech firms and the PRC government?

Using the 2430 Group model of aligning questions/projects with our most capable partner for the task at hand, 2430 Group selected Govini and their National Security Knowledge
Graph (NSKG) to analyze Alibaba and determine if any direct lines to the PRC are observable in OSINT/CSINT sources.

2430 Group experts guided Govini's analysts through a detailed review of Alibaba’s key management personnel (KMPs) and the mapping of Alibaba’s partnerships, subsidiaries, and

joint ventures. This analysis uncovered numerous direct fiduciary and controlling ties between Alibaba and majority Chinese State Owned Enterprises (SOEs).

We specifically focused on the President of Alibaba Cloud Intelligence, Jeff Zhang (see chart 2), because of his longstanding, deep, and current PRC military/government ties, and the
extraordinary advantage the PRC would gain from direct access to the data held by Alibaba Cloud. Though we cannot, at this stage, show evidence of actual data moving between

Alibaba Cloud and these PRC military/government owned entities, all the relationships, personnel, and infrastructure are in place to make movement of such data a seamless activity.

As an example of significant risk, Alibaba owns AutoNavi, a navigation services provider (see chart 4). AutoNavi is the navigation provider and data aggregator for Samsung's health
app, which came pre-installed on the 900 million Samsung phones worldwide. Additionally, AutoNavi executives have their own unique direct connections to Chinese SOEs as well.
AutoNavi, and thereby Alibaba, has legitimate access to 19 different permissions on Samsung phones, such as location and health info, and this level of access exists even on official
phones used by numerous U.S. military personnel. It is not hard to imagine how the PRC could make major predictions about the U.S. Military activity, solely with data to which they

have legal and legitimate access.

e  Chart #1: Alibaba current executives, featuring enrichments to highlight characteristics such as party owned company affiliation, military company affiliation, state owned company
affiliation, and forced labor affiliation

e  Chart #2: President of Alibaba Cloud Intelligence, Jeff Jianfeng ZHANG's expanded network graph. This includes his relevant relationships including: direct ownership, beneficial
ownership, executive positions, and education.

e  Chart #3: Wasu Media and Yunli Intelligent Technology Company are both SOEs with connection to party and military affiliated companies. Their networks’ have been expanded to
show additional connections between Alibaba, the Government of China, and the United States.

e Chart #4: AutoNavi's connection to Alibaba and the Government of China



CHART #1: ALIBABA CURRENT EXECUTIVES
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CHART #2: JEFF JIANFENG ZHANG, PRESIDENT OF ALIBABA CLOUD INTELLIGENCE - EXPANDED NETWORK GRAPH
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CHART #3: WASU MEDIA & YUNLI INTELLIGENT CONNECTIONS TO ALIBABA, THE GOVERNMENT OF CHINA, AND THE UNITED STATES

WASU MEDIA DIRECT OWNERSHIP
Central Huijin Asset Management Co. Ltd.

China Securities Finance Co. Ltd.
Oriental Star Investment Co. Ltd.

Zhejiang Daily Zhongtian (Xiangshan) Equity Investment Partnership (Ltd. .
Partnership)

Zhejiang Provincial Developing Asset Management Co. Ltd.

WASU MEDIA BENEFICIAL OWNERS

Department Of Finance Of Zhejiang Province |

Hangzhou Cultural And Creative Industry Development Center

Hangzhou Culture Radio And Television Group

Hangzhou Daily Newspaper Group (Hangzhou Daily)

Hangzhou Municipal Government

Hangzhou Xiaoshan District State-Owned Assets Management Corp. |

Hangzhou Yuhang District Radio And Television Station ¢

Jiande Radio And Tv Station

Ningbo Radio And Television Group

Office Of State-Owned Assets Management Committee Of Chun'an County WasuMedia

Shanghai Stock Exchange | 3

Shenzhen Capital Market Leader Team |
State Council

State-Owned Assets Supervision And Administration Commission Of Lin’an |
District, Hangzhou City

State-Owned Assets Supervision And Administration Commission Of The
People’s Government Of Zhejiang Province

Tonglu State-Owned Assets Management Committee
Zhejiang Daily Digital Culture Group Co. Ltd.
Zhejiang Radio And Television Group

WASU MEDIA INVESTMENTS,
Ningbo Huashu Radio And Television Network Co. Limited

Xinjiang Huaxia Si k Road International Culture Media Co. Ltd.
=¢= Guangxi Hualibo Culture Media Co. Ltd.

Zhejiang China Radio And Television Network Co. Ltd.
Qingdao Ultra Hd Video Innovation Technology Co. Ltd.
China Broadcasting Corp. Ltd.
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YUNLI DIRECT OWNERSHIP
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Yunli Intelligent is 34% owned by
Alibaba and 51% owned by State
Owned Enterprise, China United
Network Communications
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USSOCOM OPERATOR

Samsung device with
Samsung Health App,
Powered by:

CHART #4: AUTONAVI SOFTWARE CONNECTIONS TO ALIBABA & THE GOVERNMENT OF CHINA
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Alibaba owns 100% of AutoNavi Software
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ALIBABA CUSTOMERS

@ Ztesoft Co. Ltd.

. Xi'an International Medical Investment Co., Ltd.
@ Orient Group, Inc.

. Shenzhen Cereals Holdings Co., Ltd.

. China Resources Beer (Holdings) Co. Ltd.
. Guangzhou Zhujiang Brewery Co., Ltd.
' Royale Home Holdings Ltd.

' Anhui Gujing Distillery Co., Ltd.
ALIBABA JOINT OWNERSHIP

" Huitongda Network Co., Ltd.

 Yunli Intelligent Technology Company Limited
ALIBABA RESEARCH COLLABORATION

‘ China United Network Communications

@ Government Of China

ALIBABA PARTIAL OWNER

‘ China Great Wall Asset Management Co., Ltd.
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